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1 Introduction
Thank you for choosing an MC Technologies product.

The MC-MR-L2 are a family of LTE Cat 4 routers optimized for M2M and loT applications.

They support LTE Cat 4 as well as EDGE and GSM/GPRS and optionally WLAN and GNSS location
services (WLAN and GNSS functionality must be ordered explicitly).

These instructions enable the safe and efficient handling of the product. The instructions are an
integral part of the product and must be kept accessible at all times to installation, maintenance,
commissioning, and operating persons.

1.1 Warranty provisions

Unauthorized use, non-observance of this documentation, the operation or maintenance by
insufficiently qualified persons, and unauthorized modifications exclude the manufacturer's liability
for resulting damages. Any modification to the device will void the manufacturer warranty. The
provisions of our General Terms of Sale (AGB) apply. These can be found on our website:

https://mc-technologies.com/en/agb-aeb/

2 Safety instructions

The safety and maintenance instructions must be strictly followed to ensure safe operation of the
product. In addition to the safety and maintenance instructions, the individual sections of this
document contain descriptions of procedures and operation instructions with safety-critical
information.

General safety regulations and local guidelines for the area of application of the device as well as for
the prevention of accidents must be followed strictly.

Only the consideration of all safety guidelines ensures protection of persons and the environment
against hazards and the safe and trouble-free operation of the product.

2.1 Technical limits

The product is exclusively intended for use within the technical limitations and maximum ratings
specified in this document. The following limitations must be observed in particular:

e The maximum air humidity must not be exceeded, and condensation must be avoided.
o The supply voltage must be within limits.

e The maximum input voltage must not be exceeded.

e The maximum switching voltage and current must not be exceeded.

e The ambient temperature must not be exceeded or dropped below limits.
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2.2 Safety precautions

Electrostatic discharges, short circuits and voltage spikes increase the risk of
fire, cause damage to the product and may cause bodily harm.

Observe the general precautions for handling electrostatically sensitive
components. Turn off the power before performing any work on an electric
device. Ensure a suitable surge protection is installed. Do not operate the
device with visible or otherwise known damage.

Damage due to improper handling, repairs and modifications increase the
risk of fire, cause damage to the product and may cause bodily harm.

It is not permitted to open the product for repair work or modifications beyond
the removal and insertion of the provided plug-in cards. Ensure power
accessory is well-suited for the purpose. Keep the device away from children
and animals to prevent hazards like choking of parts and danger due to biting.
Dust, debris, moisture and liquids from the surrounding area could get inside
the product and increase the risk of fire, cause damage to the product and
may cause bodily harm.

The product must not be used in humid environments or in the immediate
vicinity of water or other liquids. Install the product in a clean, dry place
protected from splashing water, dust and debris that could enter the device.
Open flames, harsh chemicals and flammables including aerosols increase the
risk of fire, cause damage to the product and may cause bodily harm.

The product must be kept away from direct sunlight, open flames, harsh
chemicals, flammables, explosives, aerosols.

Extreme temperatures, insufficient heat dissipation or ventilation increase
the risk of fire, cause damage to the product and may cause bodily harm.
Operate the device in a well-ventilated area away from direct sunlight. Do not
enclose or cover the device or its ventilation holes to allow heat dissipation.
The device must be operated well within the operating temperature limits.

Strong magnetic or electric fields, vibrations and shocks cause malfunctions
and may damage the device.

Keep the device away from electronic appliances that generate strong
magnetic or electric fields, such as a microwave oven, radar, electrical motor or
generator. Ensure the device is fixed properly and avoid high accelerations.

A too small distance between antennas and persons might affect their health.
Be aware that wireless devices may affect the performance of e.g. hearing aids
or pacemakers. The antennas must be placed at least 20 cm away from persons
during operation. If applicable, respect the rules and regulations for device
operations set forth in hospitals and health care facilities.

> BBk DkDk DB
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2.3 Obligations of the operator

The operator must follow regional regulations regarding the operation, functional testing, repair and
maintenance of electronic devices at all times.

2.4 Qualification of installers

Installation and maintenance of the product may only be carried out by trained authorised installers
which possess the necessary levels of qualification to ensure safe maintenance and operation. The
qualified installer must have read and understood this documentation and follow its guidelines and
instructions.

The electrical installation and commissioning of the product may only be carried out by persons
who, due to their specialist training, knowledge and experience including knowledge of the relevant
standards and regulations, are able to carry out work on electrical systems and independently detect
and avoid possible hazards.

2.5 Guidelines for transport and storage

The following guidelines must be observed:

. Do not expose the product to moisture or other potentially harmful environmental
conditions (radiation, gases, etc.) during transport or storage.

o Protect the product from shocks during transport and storage, e.g. by using air-
cushioned packaging.

. Before installing the product, check for possible damages that may have been caused by

improper transport or storage. Damage in transit must be noted on the shipping
documents. All claims for damages must be made immediately and before being handed
to the carrier or company responsible for the storage or logistics respectively.

3 Product label

The label of the product is located on the side of the product. It may contain the following markings,
among others:

3.1 Special waste

This symbol indicates that the device must be disposed of separately from residual
waste at suitable collection points. Refer to the disposal section at the end of this
manual.

3.2 CE marking

By affixing the CE marking, the manufacturer confirms that the product complies
c € with the product-specific regulations of the European Union.
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4 Environmental protection

The disposal of the product and its packaging must be carried out in accordance with all relevant
environmental protection regulations. Recycle responsibly by separating the packaging materials like
cardboard and paper from plastic and use the dedicated waste collection systems. Refer to the
disposal section at the end of this manual for instructions on how to dispose of the product.

5 Technical specifications

5.1 Physical characteristics and limitations

Physical characteristic / limitation Value

Power supply 8V ...30V DC (min. 14 W output power required)*
Dimensions (W x H x D) 44 x 105 x 94 mm

Weight ~230g(~4.23 0z)

Operating temperature -20°Cto+70°C

Housing material Aluminium

* See section below for details on power supply requirements.

5.2 Power supply requirements

The router can be operated using LPS power supplies with a supply voltage of 8 - 30V DC and a
minimum rated output power of 14 W. The output power can be calculated as the product of
voltage and current. E.g. a 12 V 1.2 A power supply would be suitable as its maximum power output
is 12 V times 1.2 A which equals to 14.4 W

An LPS (Limited Power Source) is a fault-protected SELV power supply with an UOC (open circuit
voltage) lower than the SELV circuit limits as defined in IEC 60950 and IEC 62368-1 (42.4 V AC, 60 V
DC respectively).

5.3 Mobile network features

The router comes in different variants with different GSM modem modules. Please refer to the
corresponding datasheet for information about technical specifications such as frequency bands,
data throughput and other technical capabilities.
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6 Ports, display and operating elements

6.1 Ports

e

1983y LdO

N

¢ T-dIN-ON

SNO90TONHOIL

Serial

Connector Description
POW Terminal socket Power supply input
SER DE-9 female Either RS-232 or RS-485 interface depending on model variant
LTE SMA female GSM antenna connector
GNSS (optional) SMA female | GNSS antenna connector
WLAN (optional) SMA female | WLAN antenna connector
USB USB type A socket USB 2.0 host interface
10 GND Terminal socket Ground reference for I0s
10 ANI1/2 Terminal socket 0to 10 V analog input (2 mA @ 10 V)
10 GPI11/2 Terminal socket Digital input
I0 GPO1/2 | Terminal socket Digital output

6.1.1 RS-232 port pinout

PO gna De ptio
2 TXD (OUT) Transmit line (of the modem)
3 RXD (IN) Receive line (of the modem)
5 GND Ground
7 RTR / RTS (IN) Ready To Receive / Request To Send (Terminal is ready to receive)
8 CTS (OUT) Clear To Send (Modem is ready to receive)

6.2 LED indicators

LED Color  Description ‘

Pwr Green Indicates if the power supply is working correctly

Warn | Red Warning state (under voltage situation, system upgrade in progress, custom warning)
NET Green Modem status indicator (see table below)

GP1 Green | General purpose (customizable)

GP2 Green | General purpose (customizable)
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6.2.1 NET LED signal patterns
This LED indicates the status of the integrated GSM module.

Blink pattern Network Status

Off Modem is inactive

Short interval (200ms on, 1800ms off) Network search

Long interval (1800 ms on, 200 ms off) Idle state

Flickering (125 ms on, 125 ms off) Data transfer

Always on Call in progress
6.3 Buttons

Name Function \
Reset | Used for resetting the router to factory defaults
User Customizable

7 Installation

7.1 Antenna

Mount the supplied antenna to the SMA connector on the MC-MR-L2. Check whether the local
network coverage of the mobile phone provider is sufficient.

Warning: Persons must be at least 20 cm away from the antenna during device operation.

7.2 Inserting the SIM card

Most variants come with an externally accessible Mini SIM card slot on the back panel. Otherwise a
SIM card holder is located inside the housing. Switch off the power supply and remove all
connection cables. Open the housing by loosening the screws and removing the back panel. The SIM
card holder is unlocked by sliding and then lifting the holder.
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7.3 Vehicle installation

The installation of the MC-MR-L2, its periphery such as cables and antennas as well as the electrical
connections in a motor vehicle must be carried out by a qualified specialist workshop.

8 Software

8.1 OpenWrt

The operating system of the router family is based on OpenWrt. OpenWrt is a vastly customisable
and expandable GNU/Linux distribution created by networking enthusiasts and professionals for
like-minded people. Unleashing the full potential of OpenWrt requires the user to be willing to
experiment and research as it is hardly possible to create a full-fledged topical guide.

Therefore, the configuration and application examples presented in this guide, can be considered no
more than an introduction created by best effort with no liability for damages or any warranties for
accurateness and topicality whatsoever.

8.2 Use of open-source software

This product includes open-source software, which was partially developed by third parties and
distributed with a permissive license. The use of this software is royalty-free under the terms of the
respective license. In case of a contradiction between our terms and the software license terms, the
software license terms take priority as far as the software is affected.

The use of the open-source software is free of charge. We do not charge any usage fees or
comparable fees for the open-source software contained in our products.

For retrieving a list of open-source software used in this product, please contact our support
department (support@mc-technologies.com). Alternatively, a list of open-source software used can
be found in the web interface in System -> Software -> Installed.

Customers may request the source code of software contained in our product, which license
stipulates that the source code and/or modifications must be made available to the customer
Examples of such licenses are the GNU General Public License (GPL), GNU Lesser General Public
License (LGPL) and the Clarified Artistic License. We reserve the right to demand a compensation fee
for the distribution costs of the source-code (e.g. postal fees and the cost of the medium).

8.3 Software development kit (SDK)

On request MC Technologies provides an SDK based on the OpenWrt SDK to customers for compiling
and running their own software on the device.
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8.4 Liability for software

We however do not assume any warranty or liability for changes made to the software by the
customer or third-parties or for the usage of the open-source software contained in our product in a
way that does not comply with the intended use as described in the accompanying documentation
or, if applicable, the contractually defined application purpose of the product.

This applies likewise to any use of the open-source software outside of our product.

9 Basic routines

9.1 Accessing the web interface

The router can be configured using its integrated web interface. For accessing the web interface,
connect your computer with one of the LAN interfaces of the router.

e If configured accordingly, the computer obtains an IP address automatically using DHCP
e On the computer, open up a web browser and navigate to https://192.168.2.1
e Alogin prompt shows up. The default username is "root". A password is not required.

9.2 Changing the password

As long as no password has been set, a notification will be displayed on the web interface. Click the
button in the notification box to change the password.

No password set!

There is no password set on this router. Please configure a root password to
protect the web interface and enable SSH.

GO TO PASSWORD CONFIGURATION...

The password can be changed under System->Administration later on.

9.3 Access via SSH

SSH can be used to access the Linux command line interface of the router. For convenient access, a
dedicated terminal program like Putty is recommended.

Alternatively, Linux systems and recent Windows systems come with an SSH program built in to their
command shell. On Windows, the command shell can be opened up by pressing Windows+r and
entering cmd in the Run prompt.

To establish an SSH connection execute:
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ssh root@192.168.2.1

Where root is the username and 192.168.2.1 the IP address of the router. Provided a password was
set, you will be prompted for the password, when the connection attempt succeeds.

9.4 Flash operations

In System->Backup / Flash firmware firmware upgrades can be performed and configuration backups
can be created and restored.

9.4.1 Configuration backup

Backup archives containing the configuration files can be downloaded here. These archives can later
be uploaded and restored or deployed to another router of the same kind with an equivalent
firmware version. Backups must not be restored on different models or routers running different
firmware versions, as it cannot be ensured, that the configuration format is identical. This could lead
to untraceable errors, system instabilities and even security issues.

Flash operations

Actions | Configuration

Click "Generate archive” to download a tar archive of the current configuration files.

Download backup | e=l=0ye=iie =

figuration files, you can upload a previously generated backup archive here. To reset the firmware ta its initial state, click *Perform

ossible with squashfs images)

Restore backup | Ugtelsel e =

Custom files (certificates, scripts) may remain on the system. To prevent this, perform a factory-reset first.

Upload a sysupgrade-compatible image here to replace the running firmware.

9.4.2 Firmware upgrade

The firmware upgrade functionality allows to upgrade the operating system base. This means not
only software packages will be updated, but critical system components. Therefore, it is highly
recommended, to check, if the upgrade process works in a simulated environment resembling the
real-world installation and keeping the devices physically accessible for troubleshooting. This avoids
outages and unnecessary service work. Keeping the devices up-to-date is essential for receiving the
latest features, security and stability fixes.

To upgrade the firmware, click FLASH IMAGE... Next click BROWSE, choose the firmware upgrade file
and then click UPLOAD. Uploading the firmware file may take a while. It is still safe to abort.

Uploading file...

= Mame: openwrt-1.1.7-flying-squirrel-imx6-device-mclh-rootfs.tar.gz
= Size: 63.51 MB

BROWSE... CANCEL UPLOAD
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After the firmware has been uploaded, a new dialog will display the checksum of the file for
confirmation. The upgrade process can be started by clicking the Continue button. Do not turn the
router off while the upgrade is being performed. After a brief period, the router reboots and then
executes additional routines, which can take up to 10 minutes. The upgrade is finished, when the
web interface is reachable again.

9.5 Factory reset

( | WARNING:
All files will be deleted and user settings will be reset to factory defaults. Please ensure
Gmmm——9the device is accessible for troubleshooting.

e Locate the reset button on the back-side device

e Disconnect the power supply

e Use e.g. a paperclip to press and hold the reset button

o  While keeping the button pressed, connect the power supply
e The status LED starts blinking for a few seconds

e Release the button after the status LED stopped blinking

10 Network interface configuration
A listing of the network interfaces can be found in Network->Interfaces.

Network interfaces in OpenWrt terminology are virtual in the sense that they represent a set of
configuration options like the interfacing protocol, IP address, firewall zone etc. linked to a network
device.

Network devices in OpenWrt terminology on the other hand are what is traditionally understood as
network interfaces in UNIX terms like hardware ethernet interfaces, virtual bridges etc.

The lan interface is in factory default state configured as an interface offering a DHCP server on the
br-lan network device. br-lan is in fact a virtual bridge switching between the hardware interfaces
eth0 and eth1, which represent the hardware ethernet interfaces of the MC-MR-L2.

10.1 Cellular connection setup

A mobile WAN interface configuration is present in factory default state, which should only require
small provider-dependent adjustments to establish a mobile broadband connection.

L Protocol: LTE/UMTS/GPRS/EV-DO
- 5 ST ]
3g-mobile TK: 0 B (0 Pkts)

Click EDIT next to the mobile interface.

Access configuration details like Dial number, APN, username and password need to be obtained
from the mobile carrier. Many providers do not require authentication credentials in which case the
username and password fields can be left empty. Enter the PIN number of your SIM card. Leave the
field empty in case not PIN is set.
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Interfaces » MOBILE

General Settings  Advanced Settings Firewall Settings DHCP Server

Status "5 Device: 3g-mobile

RX: 0 B (0 Pkts.)
TX: 0B (0 Pkts.)
Protocol LTE/UMTS/GPRS/EV-DO A
Bring up on boot
Modem device  /dev/ttymodem at_ppp v
Service Type LTE/UMTS/GPRS A

APN  web.vodafone.de
PIN QOO0

PAP/CHAP username |

PAP/CHAP password *

Dial number “09%7%1#

Switch to the Firewall Settings tab to ensure the mobile interface is added to the wan firewall zone.

Interfaces » MOBILE

General Settings  Advanced Settings  Firewall Settings  DHCP Server

Choose the firewall zone you want to assign to this interface. Select unspecified
to remove the interface from the associated zone or fill out the custom field to
define a new zone and attach the interface to it.

After clicking SAVE & APPLY, it is recommended to reboot or briefly disconnect the router to ensure
the modem is properly reinitialized.

_ Protocol: LTE/UMTS/GPRS/EV-DOD
Uptime: Oh 5m 95
EI RX: 20.28 KB {149 Pkts)

o TX: 35.78 KB (601 Pkts)
IPv4: 100.64.120.142/32

3g-mobile
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After the start-up, log-in to the web interface again. If the connection was established, the uptime,
transmitted and received data statistics should be displayed in Network->Interfaces in the mobile
interface entry’s box.

10.2 Changing the LAN IP address

Navigate to Network->Interfaces and click EDIT next to the LAN interface. Change the IPv4 address
and netmask as required. In case a DHCP server is being provided by another device in the LAN
network, the DHCP server must be turned off in the DHCP Server tab to avoid conflicts.

Click SAVE, but do not apply the changes, yet.

Interfaces » LAN

General Settings  Adwvanced Settings Firewall Settings DHCP Server

Status 27 Device: br-lan
Uptime: 12d 22h 31m 32s
MAC: 5E:D4:38:83:64:58
RX: 82.19 MB (315702 Pkts.)
TX: 87.71 MB (643670 Pkts.)
IPv4: 192.168.2.1/24
IPw6: fd44:3cec:al79:1,/60

Protocol  Static address w
Device 3% br-lan v
Bring up on boot
IPvd address 192.168.2.1
IPv4 netmask  255.255.255.0 -
IPvd gateway

IPv4 broadcast 192.168.2.255

After applying the changes, a countdown will start. If this countdown elapses, before you were able
to access the web interface using the new IP address, the router will revert the changes. This is a
countermeasure against accidentally locking yourself out from the system. Once you are prepared
for accessing the web interface using the new IP address, proceed by clicking SAVE & APPLY.
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10.1 WLAN setup

WLAN is an optional feature integrated only in some models of the MC-MR-L2 family. Please ensure
the router in question has a corresponding SMA connector.

10.1.1 Access point mode (AP)

The router can be used as an access point for other devices to wirelessly connect to it.

Navigate to Network->Wireless and click ADD to add a virtual WLAN device to radio0.

Status

No password set!

System

to protect

VPN

Services

> ¢ & € L

Hetwork Wireless Overview

Generic 802.11bgn
 radiod RESTART ADD

Channel: ? (7 GHz) | Bitrate: 7 Mbit/s

Associated Stations
Network MAC-Address Host Signal / Noise RX Rate / TX Rate

No information available
3] Logout

e
Set Network to LAN, and set a name for the WLAN network in the ESSID field.
Click Wireless Security to set the type encryption (WPA2 or better recommended).
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Edit wireless network

General Setup = Advanced Settings

Status

Wireless network is enabled

Operating frequency

Maximum transmit power

MC

/

Mode: Master | SSID: OpenWrt
--- gBm Wireless is not associated

DISABLE

Mode Channel
Legacy t‘ 5 (2432 Mhz) !v

2 dBm (1 mW) ¥ - Current power: unknown

Specifies the maximum transmit power the wireless radio may use.
Depending on regulatory requirements and wireless usage, the actual
transmit power may be reduced by the driver.

General Setup = Wireless Security

Mode
ESSID

Network

Hide ESSID

WMM Mode

MAC-Filter Advanced Settings
Access Point

OpenWrt

lan: g% v

Choose the network(s) you want to attach to this wireless interface or
fill out the custom field to define a new network.

d

Click SAVE, then SAVE&APPLY.

pisis

After a brief moment, you should be able to connect to the WLAN network and access the web

interface.

10.1.2 Client mode (STA)

The router can be used as a WLAN client to connect to an access point. Navigate to

Network->Wireless and click SCAN in
click JOIN.

MC Technologies GmbH
Kabelkamp 2
30179 Hannover
Germany

the Wireless Overview. Choose the network to connect to and
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Joining Network: "mcsupport”

Replace wireless []
configuration
Check this option to delete the existing networks from this radio.
Name of the new network  wwan

The allowed characters are: 2-z, a-z, 0-9 and _

WPA passphrase *

Specify the secret encryption key here.
Lock to BSSID [

Instead of joining any network with a matching SSID, only connect to the BSSID
D30 6F 225 FoFT.

Create / Assign firewall-
zone

Choose the firewall zone you want to assign to this interface. Select unspecified to
remove the interface from the associated zone or fill out the custom field to

define a new zone and attach the interface to it.
CANCEL [siiliving

Enter the WLAN password in the WPA passphrase field.
Click SUBMIT, then SAVE&APPLY.
The WLAN connection now serves as a WAN connection.
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11 Firewall

11.1 Introduction

OpenWrt's firewall configuration is as powerful as it is complex. Understanding the concepts might
be overwhelming for beginners, but rewards with an ability to maintain a more sophisticated
network setup than less professional firewalls.

From an abstract view, the firewall is a set of mechanisms to regulate the exchange of network
traffic between the host (the router), different networks like a DMZ (Demilitarized zone), proxy,
VPN, WAN or LAN and their corresponding network interfaces. It does usually not influence routing
decisions directly nor directly restricts any programs or services running on the router. More
precisely, the firewall can be thought of as a mechanism filtering, marking and manipulating headers
of packets travelling back and forth between applications or network interfaces and the operating
system’s routing mechanism until the traffic has been rejected, silently dropped or delivered to its
destination network interface or application socket.

The firewall is able to inspect, filter and manipulate the packets to an extent which allows to define
rule-based policies for handling the forwarding of packets between different network interfaces or
the host. This not only allows to implement security measures for e.g. defining access policies to
restrict access from one network to the other or to specific services (ports), but also to e.g. share a
limited IP address space by utilizing NAT (Network address translation) and using address mapping
or port forwarding to enable access to services running on devices in the LAN from the WAN
network.

OpenWrt's firewall implementation is basically a sophisticated stack of iptables rules that are being
generated from an abstraction layer called fw3 that groups network interfaces into so-called Zones.
This approach allows to keep an overview in complex setups, as the user does not need to create
redundant iptables rules, which would otherwise be hardly manageable. The generated iptables
rulesets are intuitively understood. The interested user may want to inspect them by executing
iptables-save or fw3 show in an SSH session.

Understanding the path, a data packet travels in an operating system’s network stack, is very
complicated. It is e.g. important, to keep in mind, how different kinds of data packets are handled -
e.g. depending on whether they originate from the host itself, meaning they originate from an
application or service running on the router like a wget command or a web server, or whether they
originate from a network interface. Such packets do not necessarily follow the same rules a packet
received on a network interface does. Only understanding the whole network stack, allows to be
confident in a firewall. The comparison falls short, but think of the firewall as a postal worker
checking the addresses, the stamp, relabelling the address for rerouting and so forth and of the
routing mechanism as a mail carrier who just delivers to the address on the label. You are the
logistics engineer. To be up to the job, you need to know the process. It is unavoidable to read and
understand the iptables documentation at some point:

https://www.frozentux.net/iptables-tutorial/iptables-tutorial.html
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11.2 Overview

The firewall configuration has five subsections: General Settings, Port Forwards, Traffic Rules, NAT
rules and Custom Rules.

In the General Settings or Zone settings tab, basic configuration options and default packet handling
rules can be set for the so-called Zone concept, which is outlined in the subsequent chapters.

Port Forwards, as the name suggests, allows to set traditional port forwarding rules between
different Zones.

Traffic rules allow to add exceptions to the Zone rules and fine-granular filtering capabilities for
matching traffic.

With NAT rules, address rewriting and connection tracking mechanisms can be implemented.

11.3 General Settings (Zone Settings)

The Zone concept groups network interfaces into so-called Zones. Every zone has a basic set of rule
chains (Input, Output and Forward) shared among its network interface. These rule chains represent
the policy of handling packets for that zone. The policy is enforced upon all traffic originating from or
destined to network interfaces in that zone. On top of that the forwarding of traffic between zones
can be policed and restricted on a zone to zone basis and fine-tuned using port forwards, traffic rules
and NAT rules.

Explaining the policing of traffic flows between the host and the network interfaces of a zone
deserves special emphasis as will be shown. Host denotes the router and the sockets of the
applications and services running on the router themselves. Rules police the flow and especially the
forwarding of traffic between interfaces of a zone among each other and, on a higher level, between
zones and other zones.

The default policy is applied when no exceptive rule matches and can either be to accept (Accept),
silently drop (Drop) or drop and reply to the packet with an ICMP unreachable message (Reject).

The input and output options set the default policies for traffic entering and leaving this zone while
the forward option describes the policy for forwarded traffic between different network interfaces
within the zone. These must not be confused with the Input and output chain of iptables.

11.3.1 Input rules
The Input rules handle the traffic originating from one of the zone’s network interfaces destined to a
socket of the host i.e. an application like its web interface or a simple ping. As an example, if the
input policy for the LAN network is set to drop with no exceptions, devices in the LAN network are
no longer able to reach the web interface of the router.

The browser takes some time, then displays a timeout error. The reason is, that the packet gets
dropped before it reaches the web server. If it had been set to reject, an ICMP unreachable response
would have been sent, which would have let the browser displayed a “website unreachable” error
instead almost instantly.
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In case a packet is being accepted by the Input policy, a connection tracking entry will be created for
this so-called “flow” allowing a bi-directional communication even if the Zone of the instantiator of
the connection has a Drop or Reject output policy.

Accordingly, accepting the packet will not only pass the packet from the LAN interface to the web
server, but allows the web server to reply regardless of the output policy of that zone.

11.3.2 OQutput rules
The output rules describe what happens with traffic that originates from the host that is destined to
a network interface in the corresponding zone. As the instantiator of the connection is the host
itself, this decision is done right before transmitting the packet on that network interface. The filter
could still manipulate or even just drop the packet aborting the transmission procedure.

11.3.3 Forwarding rules
If set to Accept, traffic originating from a network interface in the zone is permitted to be forwarded
to another network interface in that zone. This means it could be routed if a suitable route is
present. Otherwise it will be silently dropped (Drop) or dropped and replied to with an ICMP
unreachable message (Reject).

Status General Settings  Port Forwards  Traffic Rules  NAT Rules  Custom Rules
System

Firewall - Zone Settings

The firewall creates zones over your network interfaces to control network traffic flow.

VPN

Services

> <K<

Network

Interfaces Enable SYN-flood protection
Wireless

Drop invalid packets []
DHCP and DNS

Hostnames Input  accept ~

Static Routes

Diagnostics Forward  accept v

The zone default rules for Input, Output and Forward traffic are being overridden by a set of zone-
specific rules defined below the basic configuration options.

Zones

Zone = Forwardings Input Output Forward Masquerading

lan = ‘wan accept v accept v accept v (m}

oe.re
wan = ACCEPT reject v  accept v reject v = DELETE

The forwarding rule is unidirectional, e.g. a forward from LAN to WAN does not imply a permission
to forward from WAN to LAN as well.
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11.3.4 General zone settings

Firewall - Zone Settings

General Settings  Advanced Settings Conntrack Settings  Extra iptables arguments

This section defines common properties of "this new zone". The input and output options set the default
policies for traffic entering and leaving this zone while the forward option describes the policy for forwarded
traffic between different networks within the zone. Covered networks specifies which available networks are
members of this zone.

Name Unnamed zone
Input  accept v
Qutput  accept v
Forward  accept W

Masquerading ]
MSS clamping [

Covered networks unspeciﬂed -

The options below control the forwarding policies between this zone (this new zone) and other zones.
Destination zones cover forwarded traffic originating from this new zone. Source zones match forwarded
traffic from other zones targeted at this new zone. The forwarding rule is unidirectional, e.g. a forward from
lan to wan does not imply a permission to forward from wan to lan as well.

Allow forward to destination

unspecified M
Zones:

Allow forward from source

unspecified M
Zones:

MSS clamping: MSS clamping automatically fragments and defragments TCP packets forwarded
between network interfaces with different MTU characteristics. Ordinarily PMTU discovery would
lead the TCP connections to use a packet size fit for the lowest MTU along the path. This could limit
the throughput if there is a big difference in MTU sizes. MSS clamping may improve this situation. It
however requires a higher computational effort for fragmentation and defragmentation, which may
lead to performing worse or causing latency issues. Sometimes it may be necessary to use MSS
clamping if the MTU of a path is too small. E.g. IPv6 packets require a packet size of at least 1280
bytes and could otherwise not fit through an interface with a smaller MTU. Usually it is safe to turn
MSS clamping off.
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11.3.5 Advanced zone settings

Firewall - Zone Settings

General Settings  Advanced Settings Conntrack Settings  Extra iptables arguments
The options below control the forwarding policies between this zone (this new zone) and other zones.
Destination zones cover forwarded traffic originating from this new zone. Source zones match forwarded

traffic from other zones targeted at this new zone. The forwarding rule is unidirectional, e.g. a forward from
lan to wan does not imply a permission to forward from wan to lan as well.

Covered devices unspecified M

Use this option to classify zone traffic by raw, non-uci managed network
devices.

Covered subnets

Use this option to classify zone traffic by source or destination subnet
instead of networks or devices.

Restrict to address family ~ TPv4 and TPv6 v

Restrict Masquerading to 5 o/

. +
given source subnets .

Restrict Masquerading to 0.0.0.0/0
given destination subnets

Enable logging on this zone []

e Restrict to address family: defines to what IP families the zone belongs to IPv4, IPv6 or both.

e Restrict masquerading to given source/destination subnets defines one or more subnets for
which the masquerading option is applied to.

e Connection tracking and logging options enable additional information gathering on the
zone.

e Controls of the forwarding policies between new/edited zone and other zones.

e Destination zones cover forwarded traffic originating from the new/edited zone.

e Source zones match forwarded traffic from other zones targeted at the new/edited zone.

11.4 Port forwards

Port forwarding allows remote computers on the Internet to connect to a specific computer or
service within the private LAN. It is done in a way of routing network packets within a private
network created by the device. Settings for the port forwarding of the device are defined as follows:
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Firewall - Port Forwards - Unnamed forward

General Settings = Advanced Settings

Name Unnamed forward

Protocol  TCP ubp v
Source zone v
External port
Match incoming traffic directed at the given destination port or port range
on this host
Destination zone o v
Internal IP address any v

Redirect matched incoming traffic to the specified internal host

Internal port  any

Redirect matched incoming traffic to the given port on the internal host

o Name: The name of the port forwarding rule.

. Protocol: Used protocol (Any/TCP/UDP/ICMP)

o Source Zone: Informs which interface forward is matched to.

o External port: Informs what port forward is matched to.

o Destination Zone: Informs which interface is forwarded to.

. Forward to: Informs where the port is forwarded to.

. Internal IP address: Redirect matched incoming traffic to the specified internal host.

. Internal port: Redirect matched incoming traffic to the given port on the internal host.

The user can add, edit, or delete port forwarding rules.

11.5 Traffic rules

Traffic rules define policies for packets traveling between different zones. The matching filter allows
a fine granular definition for what kind of traffic the action is being performed.
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General Settings  Port Forwards ~ Traffic Rules NAT Rules  Custom Rules

Firewall - Traffic Rules

Traffic rules define policies for packets traveling between different zones, for example to reject traffic between certain hosts or to open WAN ports
on the router.

Traffic Rules

Name Match Action Enable

Incoming /Pv4, protocol LDP
Allow-DHCP-Renew F“’"‘ﬁ Az = DELETE
To this device! Jiportiof
Incoming 1Pvd, protocal ICMP

Allow-Ping From Accept input
To  this device

oe.ee

Incoming /Pv4, protocol IGME

Allow-IGMP From - Accept input
To  this device

pe.e

Incoming /Av8 protocal LD

Allow-DHCPv6 Fmm- 1P fe00:/6 Accept input E

To  this device , |P f00:/6 port 546

Incoming /Pv6, protocol ICMP
Allow-MLD From | Wan, IP fe80:/70 Az
To  this device

orere

Traffic can i.e. be matched based on:

o IP protocol

o Source and destination zones

o Source IP address and port

. Destination IP address and port
o Source MAC address

o Packet mark

o DSCP (QoS)
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Firewall - Traffic Rules - Unnamed rule

General Settings  Advanced Settings  Time Restrictions

Name Unnamed rule

Protocol  TCP UDP v
Source zone .
Source address - add P -- -

Source port  any
Destination zone lan .
Destination address  _—_ add IP -- v

Destination port  any

Action  accept v

The name of the traffic rule is just for internal reference and can be arbitrarily chosen.

11.6 NAT Rules

SNAT (Source NAT) allows to rewrite the source IP address of packets used for an outgoing traffic
flow. In conjunction with connection tracking and a DNAT (Destination NAT) for the incoming replies
of the traffic flow, this becomes the so-called Masquerading which is quite popular to share a limited
set of WAN IP addresses between different devices in the LAN network.

The user can add, edit, or delete source NAT rules. For every rule these options can be defined:

e Name

e Protocol

e source and destination zones
e source

e destination

e SNAT IP addresses

e Ports

e extra arguments

e month

e weekdays

e start/stop dates and times, time in UTC.
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11.7 Custom rules

Custom rules allow to execute arbitrary iptables commands which are not otherwise covered by the
firewall framework. The commands are executed after each firewall restart, right after the default
ruleset has been loaded.

Firewall - Custom Rules

Custom rules allow you to execute arbitrary iptables commands which are not otherwise covered by the firewall
framework. The commands are executed after each firewall restart, right after the default ruleset has been loaded.
4 This file is interpreted as shell script.

4 Put your custom iptables rules here, they will

4% be executed with each firewall (re-)start.

# Internal uci firewall chains are flushed and recreated on reload, =o
# put custom rules into the root chains e.g. INFUT or FORWARD or into the
% special user chains, =.g. input wan rule or postrouting lan rule.
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12 Configuration and application examples

12.1 Reconfiguring an ethernet port as a WAN interface

If your router does not have a WAN interface configured already, it is necessary to reconfigure the
existing LAN interface as a WAN interface. In case a WAN interface has been configured already,
please ensure the settings match the suggestions outlined below.

12.1.1 Granting access to the web interface from the WAN network
Before removing the LAN interface, it is required to grant firewall access from the WAN network
zone to the router. Otherwise it will not be possible to access the router anymore and a factory reset
might be the only resort to restore access. Please be aware that this poses a security risk as the
web interface and services will be exposed to all networks in that firewall zone including the
mobile WAN network. It is possible to e.g. create a separate zone for restricting access from the
mobile WAN network, but that is out of scope for this particular example.

For granting access to the router from the WAN zone, select accept in the Input column of the
wan=>REJECT forwarding rule and then click SAVE & APPLY.

Status

Forward reject -
System

Services

Routing/NAT Offloading

> < L

Network
Interfaces Experimental feature. Not fully compatible with QoS/SQM.

Software flow offloading []

DHCP and DNS
Software based offloading for routing/NAT

Hostnames

Zones

s
VPN - Zone = Forwardings Input  Output  Forward Masquerading
lan = wan accept v accept v accept v (m] = DELETE
3] Logout wan = REJECT accept v accept v reject v =
ADD

S

Powered by LuCl mct-21.02 branch (git-22.172.29676-1e38a73) / OpenWrt v2.0.9 Road Runner

12.1.2 Removing the existing LAN interface
Navigate to Network->Interfaces and click the Delete button next to the LAN interface. Do not apply
the changes, yet.

12.1.3 Creating a WAN interface
Click the ADD NEW INTERFACE... button. In the dialog, enter wan as the Name, select DHCP client as
the Protocol and br-lan as the Device. Then click CREATE INTERFACE.
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REFRESHING ~ UNSAVED CHANGES: 4

TEGHOLOGES

Add new interface...

Name wan
Protocol DHCP client

Device & br-lan

[“W=Rl CREATE INTERFACE

In the Advanced Settings tab, set Use gateway metric to 100.

I
REFRESHING ~ UNSAVED CHANGES: 29

TECHNOLOGIES
|

If unchecked, the advertised DNS server addresses are ignored
DNS weight 0
The DN server entries in the local resolv.conf are primarily sorted by the weight specified here

Use gateway metric 100
Override IPvd routing table  unspecificd v
Override IPv6 routing table  unspecificd v

Delegate IPV6 prefixes
Enable downstream delegation of IPv6 prefixes available on this interface
1Pv6 assignment length ~disabled M
Assign a part of given length of every public IPv6-prefix to this interface
1PV6 prefix filter — Please choose — N
If set, downstream subnets are only allocated from the given IPv6 prefix classes.

IPv6 suffix i1

Optional. Allowed values: ‘eui6d’, ‘random’, fixed value like 1" or *:1:2". When IPv6 prefix (like ‘a:b:c:d::") is received from
a delegating server, use the suffix (like ':1') to form the IPv6 address (‘a:b:c:dz:1) for the interface.

IPV6 preference 0

When delegating prefixes to multiple downstreams, interfaces with a higher preference value are considered first when
allocating subnets.

DISMISS SAVE

Ensure that the interface is added to the firewall zone wan in the tab Firewall Settings.
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Interfaces » WAN

General Settings Advanced Settings  Firewall Settings DHEP Server

Create / Assign firewall-zone [0

Choase the firev assign to this interface. Selec d to remove the interface from the

associated zone rfield to define a new zone a interface to it
DISMISS

Also ensure that the Ignore interface checkbox is checked in the DHCP Server tab.

Interfaces » WAN

General Settings Advanced Settings ~ Firewall Settings  DHCP Server

General Setup | IPv Settings

Ignore interface

DISMISS SAVE

Click SAVE.

Before moving on to applying the changes, prepare for accessing the router from the WAN network
in a timely fashion. After applying the changes, a countdown will start. If this countdown elapses
before you were able to access the web interface from the WAN network, the router will revert the
changes. This is a countermeasure against accidentally locking yourself out from the system. Once
you are prepared for accessing the web interface from the WAN network, proceed by clicking SAVE
& APPLY.
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0 UNSAVED CHANGES: 14

Interfaces Devices Global network options

Status v
System ~ Interfaces
Services v
Lan R
Network ~ i (ﬂ:] Interface is marked for deletion RESTART STOP ‘ |

brian
DHCP and DNS | mosus Protacol: LTE/UMTS/GPRS/EV-DO
E Tess or) El E=3

Hostnames B RESTART  stop  [R=ni | WIS

3g-mobille Error: Network device is not present
Static Routes.

Diagnostics Lowen X
o9 Protacol: DHCP client ART sTop .
Firewall =) Interface has 4 pending changes L=

brlan

Load Balancing

.
S o
5] Logout

Powered by LuCl mct-21.02 branch (git-23.152.

-2dbc850) / OpenWrt 21.02.1 Road Runner r16529-
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12.2 Connection fail-over and load balancing

It is highly recommended to set a metric value for all default routes of interfaces used with mwan3.
This ensures that the routes with the lowest metric value will be preferred even in case of a failure.

Click the Edit button next to the mobile interface. To configure the mobile interface as the preferred
interface, set Use gateway metric to 50 in the Advanced Settings tab. Otherwise set it to 200.

12.2.1 Adding the interfaces for connectivity tracking
Go to Network->Load Balancing->Interfaces and delete all pre-configured interface definitions by
clicking DELETE next to the entries. Then enter the name of the interface to add (wan or mobile in
this example) in the lower-left text field and click the ADD button next to it.

UNSAVED CHANGES: 3

me . MC-100
|

Status Globals Interfaces Members Policies Rules Notification

System

MWAN - Interfaces

There are currently 4 of 60 supported interfaces configured
WARNING: Interface wanb6 are not found in /etc/config/network
WARNING: Interface wanb are not found in /etc/config/network
'WARNING: Interface wan6 are not found in /etc/config/network

Services

> <<«

Network

Interfaces

DHCP and DNS

mwan3 requires that all interfaces have a unique metric configured in /etc/config/network
Names must match the interface name found in /etc/config/network

Names may contain characters A-Z, a-z, 0-9, _and no spaces

Interfaces may not share the same name as configured members, policies or rules

Name Enabled  Tracking method  Tracking reliability  Ping interval  Interface down

wan Yes ping 2 ss 3 3 —

mobile ADD
3] Logout

Powered by LuCl mct-21.02 branch (git-23.152.55747-2dbc850) / OpenWrt 21.02.1 Road Runner r16529-b2997edc56

You will be presented with many options for determining the connection status of the interface. The
default is an ordinary ping command which will be executed according to the options specified
herein. It is possible to define multiple Tracking hostnames or IP addresses. The Tracking reliability
option defines how many of these addresses need to be pinged successfully for considering the
connection working. Advanced settings allow connection quality checks by also evaluating the
packet loss.
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UNSAVED CHANGES: 4

Status Globals Interfaces Members Policies Rules Notification
System

MWAN Interface Configuration - mobile

Services

> <K

Network
Interfaces Enabled
DHCP and DNS
Initial state  Offline v
Hostnames

Static Routes Expect interface state on up event

Intemet Protocol 1Pv4 v

Tracking hostname or IP address 8.6.5.8 [ =]
8844 B

3] Logout This hostname or IP address will be pinged to determine if the link is up or down. Leave blank to
assume interface is always online

Tracking method  ping v
Tracking reliability 1

Acceptable values: 1-100, This many Tracking IP addresses must respond for the link to be deemed
up

Ping count 1 v

Google and OpenDNS servers (8.8.8.8, 8.8.4.4 and 208.67.222.222, 208.67.220.220 respectively)
have been proven to be reliable indicators for a working internet connectivity. Yet these services are
not guaranteed to be available forever, nor that being able to ping them means that the internet
connection is working properly. There are other test methods, which can be selected from the
Tracking method dropdown field, each offering their own set of options. E.g. httping for checking the
reachability of HTTP(S) servers.

12.2.2 Grouping interfaces using Member profiles
Delete all pre-configured Member profiles by clicking the DELETE buttons next to the entries.

For grouping interfaces in (multiple) Policies later, they need to be added to Member profiles first.
Member profiles basically have two options:

The Metric prioritizes the interfaces for a failover case (just as with a routing metric, a lower metric
value means the interface is preferred compared to another one with a higher value). Please do not
confuse this with the default route metric configured earlier.

The Weight value is used for allowing load balancing of two or more interfaces sharing the same
metric value. E.g. considering a policy consisting of two interfaces A and B, sharing the same metric
value, with a weight value of 3 for interface A and 2 for interface B generally means that 60% (3 *
100% / (3 + 2)) of the newly instantiated connections will be using interface A.
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I

Mg MC-100

TECHNOLOGIES
/

Status ~ Globals Interfaces Members Policies Rules Notification
System v
Services . MWAN - Members
Network ~
Interfaces Members are profiles attaching a metric and weight to an MWAN interface

Names may contain characters A-Z, a-z, 0-9, _and no spaces

DHCP and DINS Members may not share the same name as configured interfaces, policies or rules

Hostnames Name Interface Metric Weight

Static Routes
failover wan wan 1 1 ~ v DELETE
Diagnostics

Firewall failover_mobile mobile 2 1 ~ ~ DELETE

VPN ~ 00

5] Logout

Powered by LuCl mct-21.02 branch (git-23.152.55

12.2.3 Policies
Delete all pre-configured Policies by clicking the DELETE buttons next to the entries.

Policies allow the grouping of Members for defining failover, load-balanced or even mixed Rules.

|
mMe MC-100 UNSAVED CHANGES: 6
|
Status ~ Globals Interfaces Members Policies Rules Notification
System ~
semices . MWAN Policy Configuration - fail_wan_mobile
Network ~
Interfaces Member used failover_wan B
DHCP and DNS failover_mobile B
Hostnames. -- Please choose -- v
Static Routes
[ Last resort unreachable (reject) v
Firewall

‘When all policy members are offline use this behavior for matched traffic

Load Balancing
VPN ~ . = (== |
BACK TO OVERVIEW ‘SAVE & APPLY SAVE

3] Logout Powered by LuCl mct-21.02 branch (git-23.152.55

As stated previously, mwan3 checks the connectivity status of the Members in the first run ordered
by their metric values. If multiple of the functional members with the lowest metric of that policy
share the same metric value, only then the weight value is considered for load-balancing the
connections.
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I

Mg MC-100

TECHNOLOGIES
/

Globals Interfaces Members Policies Rules Notification

Status s
System v
Services . MWAN - Policies
Network ~
Interfaces Policies are profiles grouping one or more members controlling how MWAN distributes traffic

Member interfaces wi
Member interfaces wi

Hostnames Load-balanced member interfaces distribute more traffic out those with higher weights

Names may contain characters A-Z, -z, 0-9, _and no spaces

Names must be 15 characters or less

DHCP and DNS

Static Routes

Disgnostics Policies may not share the same name as configured interfaces, members or rules
Firewall Name Members assigned Last resort
fail wan_mobile falovetcuan unreachable (reject) ~ & eorr f oeere
failover_mobile
VPN v
ADD
5] Logout

v | o Y ]

7-2dbc850) / OpenWrt 21.02.1 Road Runner r16529-

Powered by LuCl mct-21.02 branch (git-23.152.5

12.2.4 Rules
Finally, Rules need to be set up for defining the application cases of the policies. Delete all pre-
configured Rule definitions by clicking the DELETE buttons next to the entries.

Rules define for what type of connections a policy shall be applied. It is possible to define the IP
protocols, the Source and Destination address, port range and advanced load balancing settings. It is
even possible to define a custom /PSet for dynamic setups.

[
/

UNSAVED CHANGES: 2

TEGHNOLOGIES
T
Status ~
Destination address 0.0.0.0/0
System ~
i Supperts CIDR notation (eg “192.168.100.0/24°) without quotes
Services v
Protocol all v

Network ~

o View the content of /etc/protocols for protocol description

DHCP and DNS Sticky No v

Hostnames

i Traffic from the same source IP address that previously matched this rule within the sticky timeout

Static Routes period will use the same WAN interface

Diagnostics Sticky timeout

Firewall

Seconds. Acceptable values: 1-1000000. Defaults to 600 if not set
VPN v IPset v
Name of IPset rule. Requires IPset rule in fetc/dnsmasq.conf (eg ipset=/youtube.com/youtube’)

5] Logout Logging []

Enables firewall rule logging (global mwan3 logging must also be enabled)

Policy assigned - fail_wan_mobile v

BACK TO OVERVIEW SAVE & APPLY SAVE :]

c850) / OpenWrt 21.02.1 Road Runner r16529.

Powered by LuCl mct-21.02 branch (git-23.1
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12.3 OpenVPN

The configuration of OpenVPN is highly customizable. It is required to match the client and server
configuration. In the following an example of the process of interpreting and configuring an
OpenVPN configuration will be given. For setups that require a more sophisticated configuration,
reading the official OpenVPN documentation, is unavoidable.

An OpenVPN server requires security certificates. If you are using OpenVPN as a client, the required
certificates are usually provided with the configuration details. OpenVPN can be configured either by
using the web interface or by uploading the configuration files e.g. using. OpenVPN will
automatically attempt to load all *.conf files placed in the /etc/openvpn folder. OpenVPN example
configurations are available online. These can usually be adapted with minor changes.

Before starting, create your own Certificate Authority (CA), certificates and keys for an OpenVPN
server and clients.

You will need:

e C(Certificate authority (ca.crt)

e Server certificate (server.crt) and server key (server.key)
e C(Client certificate (client.crt) and client key (client.key)

e Client configuration

12.3.1 Client configuration
You will need the Certificate authority "ca" (.CRT), local certificate "cert" (.CRT), and the local private
key "key" (.key) files.

Navigate to OpenVPN->VPN.

Network

ven OpenVPN
OpenVPN instances
3] Logout es and their current state
Started start/Stop port Protocel
START - - m DELETE
Template based configuration
Instance name Select template . v ADD
OVPN configuration file upload
Instance name o file selected.

Click EDIT next to sample_client.
Click Switch to advanced configuration.
Edit the settings according to the ones in the client.conf file.
Example:
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Kabelkamp 2 info@mc-technologies.com Errors and omissions excepted

30179 Hannover Tel: +49-511-676 999-0 All rights reserved
Germany Fax: +49-511-676 999-150

Page 37



http://www.mc-technologies.com/

MC-MR-L2 MC

LTE Cat 4 router family TEC'“}NOLOG’ES

= MC100

Overview » Instance "sample_client” verb 3

S 10 baskc confioucation »

Configuration category: Service | Networking | VPN | Crystagrantyy

Service

persist-tun
i 3 port 1194
svEN
aseans Fakd 00 THeht

proto udp

= [Eeaan] -~ | resolv-retry infinite
remote 192.168.2.237

|
fCryptography

cipher AES-256-CRC
ca

client.crt
key mc100-client.key
remote-cert-tls server

Under Service, change "verb" (verbosity) same as given in the .conf file (here it is 3).
Under Networking, change every setting as same as given in the .conf file.

Apply the same settings for the VPN section.

2 Casars\Home! Deskscp) cnt.cont - Notepad + — o x
Koderung Sprachen Encteiumgen Werkceuge Makio Audubven Erwetenumgen Fenster 1

cHEHE LB 4NN Cc B Tt L1 EIRfus|@EER

#service

verb 3

Overview » Instance "sample_client”

Sl 10 b configuration = "
} #Networking
Configuration category: Senice | Networking | VPN | Cryptogrsany
port 1194
10 nobind
Networking dev tur
persist-key

port 1194 persist-tun

nobind &1 17 $VPN

9 client

dev 0 proto udp
resolv-retry infinite
remote 192.168.2.237

#Cryptography

porsist koy 21 cipher AES-256-CBC
ca ca.crt
9 cert mc100-client.crt
0 key mcl00-client.key
remote-cert-tls server

LT RA I IR R TR =1 e o]
(et oo 3]

2 #service

Overview » Instance "sample_client" i verb 3

‘Sotch 10 basic confiouration =
#Networking

5 port 1194
10 nobind
Cryptography dev tun

12 persist-key

cipher  AES-256-CBC persist-tun

@ /ETCAUCHUPLOADS/CA.CRT (227 8) sven

3 client

ot LS /ETCAUICHUPLOADS/MCIO0-CLENT,CRT (6,09 ) 20 prote udp .
resolv-retry infinite
remote 192,168.2.237

key L3 /ETCAUCHUPLOADS/MC100-CLINT XEY (171 K8) 4
5 #Cryptography

cipher AES-256-CBC
8 ca ca.crt
s cert mc100-client.crt
) key mc100-client.key
remote-cert-tls server

remote_cert tis  server

Adaonai Field ~ || a0D

Upload the files to the /etc/luci-uploads/ folder.
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Click SAVE & APPLY and then BACK TO OVERVIEW.
Enable the configured instance, then click "SAVE AND APPLY", then "START".

v s yes 7303

12.3.2 Server configuration
Navigate to VPN->OpenVPN.

Status

OpenVPN
System
VPN ~
OpenVPN instances
Network g .
Name Enbled Started Stary/stop. port Protocol
Logout
custom config a] no [ svwar |
sample_server s} no EZ3 1194 wdp
sample_client [a] o B3 194 wip
Template based configuration
Select template ... v [ o0 |
OVPN configuration file upload
Durchsuchen... . Keine Dotel nusgewsht. m

Click EDIT next to the sample_server entry, then click Switch to advanced configuration.

Edit the settings to match the ones in the server.conf file.

o

SEE LGB LMDDCc Ak ¢t BE I EIRAus CELEE
iserver 3 |

2 #basic configuration
proto udp

Overview » Instance “sample_server®

¢ #service

Sach to basic confiouration +
fch 10 bask configurat status /var/log/openvpn/openvpn-status.log
Configuration category: Service | Networking | VPN | Comtogeaphy verb 3
Service i #Networking
2 port 1194
dev tun

-t 3 i keepalive 10 120
persist-key
£ persist-tun

acho  some params achoed to log

S #VEN

server 10.8.0.0 255.255.255.0
status ver/log/opemon/aperpn- et og 1 ifconfig-pool-persist /var/log/openvpn/ipp.txt
4 #cryptography
conpren = 5 cipher AES-256-CBC

€ dh dh2048.pem
ca mc100-ca.crt
28 cert mcl00-server.crt
Adavorai el - [<] apo key mcl00-server.key # This file should be kept secret

Under Service, change "verb" (verbosity) to the same value as in the .conf file (here it is 3).

Under Networking, change every setting as same as given in the .conf file.
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v @ sRDIPc/AR % HE =1 EIBAE|ONIRR

2 #basic configuration
3 proto udp
Overview » Instance *sample_server" %
& #service
Slch t0 baskc confiouation » status /var/1og/openvpn/cpenvpn-status.log
Configuration category: Sarvice | Networking | VPN | Cryptostashy varo
Networking #Networking
2 port 1194
dev tun
port 1196 4 keepalive 10 120
persist-key
& persist-tun
dev tn
$VEN
20 server 10.8.0.0 255.255.255.0
keopalive 10120 1 ifconfig-pool-persist /var/log/openvpn/ipp.txt
g-pe P 0g/openvpn/ipp
i #Cryptography
i @ cipher AES-256-CBC
persist_tun dh dh2048.pem
ca mc100-ca.crt
cert mc100-server.crt
persist key (2 key mcl00-server.key # This file should be kept secret
Addtionsi Feld o)

Apply the same settings as in the VPN section.

Under Cryptography change the cipher type to the one given in the .conf file.

R o
€5 C @ [0 & mpnnieszys » cHEHB LGB LADDciaR BRI FIRAsT S INE
e Sever |

tbasic configuration

proto udp
Overview » Instance "sample_server" 2
£ #service
Sulch 10 ke confipantion » status /var/log/openvpn/openvpn-status.log
G wen verb 3
Cryptography #Networking
o port 1194

3 dev tun
cipher  AES-256-CBC

3 /ETC/UCHUPLOADS/MC100-CA.CRT (2.27 K8)

#veN

) server 10.8.0.0 255.255.255.0
o RO ) ifconfig-pool-persist /var/1log/openvpn/ipp.txt
cert L JETC/LUCIUPLOADS/MCI00-SERVER.CRT (6.55 KB} 4 #Cryptography

5 cipher AES-256-CBC
& dh dh2048.pem
ca mcl00-ca.crt
key (3 /ETCAUCEHUPLOADS/MC100-SERVER KEY (170 K8) 25 cert mcl00-server.crt
key mcl00-server.key # This file should be kept secret

Addtonai Feld ~ | A0D

S |
Upload the files to the /etc/luci-uploads/ folder.
Click SAVE & APPLY and then BACK TO OVERVIEW.

Enable the configured instance, and then click SAVE AND APPLY, then START.

sample_server yes (8613) 1194 udp
13 Diagnostics

13.1 Connectivity check

A tool for performing ping and traceroute tests can be found in Network->Diagnostics. Click the
corresponding buttons under "Network Utilities" to perform a test.
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Network Utilities

W.mc—technologies.net| | www.me-technologies.net

PING www.mc-technologies.net (92.285.53.182): 56 data bytes
64 bytes from 92.285.53.182: seq=@ ttl=46 time=25.378 ms
64 bytes from 92.285.53.182: seq=1 ttl=46 time=25.778 ms
64 bytes from 92.285.53.182: seq=2 ttl=46 time=28.417 ms
64 bytes from 92.285.53.182: seq=3 ttl=46 time=26.115 ms
64 bytes from 92.2085.53.182: seq=4 ttl=-46 time=24.788 ms

--- www.mc-technologies.net ping statistics ---

5 packets transmitted, 5 packets received, @¥ packet loss
round-trip min/avg/max = 24.788/26.095/28.417 ms

13.2 mcinfo

mcinfo is a command line utility installed on the router which can be used via SSH. It offers in-depth
debugging information like the modem status and device information.

Command Use to

mcinfo info Print general information about the modem.
mcinfo mobile Print information about mobile communication status.

13.3 LED configuration

The signal triggers and blinking patterns of the LEDs can be customized. The settings can be found in
System->LED Configuration.
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Status

No password set!
System

There is no password set on Pl figure a to protect the web interface.

LED Configuration

Startup =

the behaviour of the device LEDs if possible.

Name LED Name Default state Trigger

This section contains no values yet

ADD LED ACTION

Services

Network

Logout

Click ADD LED ACTION to create a new customized LED definition.

LED Configuration

Name
LED Name  mclh:red:warn

Default state [

Trigger  defaulton

The Name of the LED definition can be chosen arbitrarily, but choosing the LED Name in the
dropdown field is mandatory. The Default state defines whether the LED should be on or off initially
before any trigger signal changes its state.

What signal source the LED blinking pattern is controlled by can be chosen using the Trigger
dropdown field. OpenWrt offers a wide variety of system signals for controlling the signalling

patterns.
LED LED Name
INFO mclx:orange:info
STATUS mclx:orange:status
WARN mclx:red:warn
1 mclx-cb:green:led1
2 mclx-cb:red:led2

Click SAVE, then SAVE & APPLY to make the LED configuration come into effect.
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14 Product care and handling

14.1 Maintenance

The product is maintenance-free and requires no special regular maintenance.

14.2 Troubleshooting

If a fault occurs during operation of the product and you need assistance, please contact MC
Technologies support. You can reach our support department by email:

support@mc-technologies.com

14.3 Repair

Only qualified personnel at MC Technologies GmbH is authorised to perform repairs.
Send defective products with a detailed error description to:
MC Technologies
-Repair-
Kabelkamp 2
30179 Hannover

Before shipping the device make sure to:

. Call our support team and ask for an RMA number (Return to Manufacturer
Authorisation)
o Remove any personal belongings like inserted SIM cards
o Back up any relevant data like configurations on the device
14.4 Disposal

In accordance with WEEE regulations, the return and recycling of old MC Technologies equipment
for our customers is regulated as follows:

Please send your old devices carriage paid to the following address:
MC Technologies
-Disposal-
Kabelkamp 2

30179 Hannover
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